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Wi-F Security Model

+ User is authenticated according to the IEEE 802.1X model, based on
the Extensible Authentication Protocol (EAP, RFC 2284bis)

+ Authentication is performed between the supplicant (user’s PC) and
the (RADIUS) authentication server.

B The link between the users’ database (LDAP, GSM HLR;..) and the
RADIUS server is not specified.

+ At the end of this process, a Master Session Key (MSK) is computed
by the supplicant and the authenticator

+ As specified in 802.1X-REV-d8, MSK is a couple of two 32 bytes key
named MS-MPPE-Send-KeP/ and MS-MPPE-Recv-Key. Thesé keys are
securely sent (I?(Y, the RADIUS server) to the aqc_e33£0|nt as
described in RFC 2548 (Microsoft Vendor-specific RADIUS attributes).

+ A key exchange Erotocol (IEEE 802.1X, IEEE 802.11i) is used in order
share a session key SK (for examgle a WEP key or a PTK key)
between the Access Point an the Supplicant.

+ According to the radio securit?é protocol used between the Access
Point and the Supplicant (WEP, TKIP, CCMP) various key are
deduced from SK'in in order to realize,

B 802 Frames privacy (data encryption)
B 802 Frames integrity

B 802 Frames authentication (data encryption + data integrity < — -
symmetric signature). TELECOM
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Wi-Fi Security Model (suite)
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v Y THEEAP smartcard

+ What is the EAP smartcard ?
B A smartcard that processes EAP messages
B |t supports multiple authentication methods
@ EAP-SIM, EAP-TLS, EAP-MSCHAPV2, others
@ First EAP-TLS smartcard is operational since June 17th 2004.
+ What doest it look like ?
B Itis an application written for Javacards.
+ Specified by an IETF draft
B “EAP-Support in smartcard”
@ draft-urien-eap-smartcard-05.txt
+ The EAP smartcard won two awards

B Sesame 2003, “Best Technological Innovation”, cartes’2003 exhibition, Paris,
November 2003

B Card Technology Magazine, Breakthrough Awards 2004, “Innovation”,
CardTech/SecureTech exhibition, Washington DC, April 2004.

+ Are smartcards performances sufficient ?

B Usually smart cards include crypto-processors that compute the RSA 2048 bits
algorithm in less than 0,5s.

_ Ctomme)rcial Javacards memory size are around 32-64 Kb (available for code byte
storage).

@ The size of an X509 certificate is about 1kb
@ As anillustration EAP-TLS applet size (processing EAP and TLS protocols) is aro%

B New generation of smartcards based on FLASH technology, supports one m¢ i e

of memory. i’ARIS
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= EAP-TLS Gryptographic costs for RC4-MDS crypto suite

+ N =PRF, i=N/16, ]=N/20
B PRF(2i+1 x HMAC-MD5, 2j+1 x HMAC-SHA-1)
B HMAC-MD5 =2 x MD5 (5 x blocks)
B HMAC-SHAL = 2 x SHAL (5 x blocks)
+ Server Hello Message Processing
] Cost 3XRSA, 500 x MD5-blocks, 500 x SHA1-blocks, 1xRC4
3 X RSA
3 x PRF =20 x HMAC-MD5 (10 blocks)
3 x PRF = 20 x HMAC-SHA1 (10 blocks)
3 x MD5 (100 blocks)
3 x SHA-1 (100 blocks)
1 x RC4 (32 bytes)
+ Server Flnlshed Message Processing
B Cost: 130 x MD5-blocs, 130 x HMAC-blocs, 1 x RC4
® 2 x PRF =13 x HMAC-MDS5 (10 blocks)
@® 2 x PRF =13 x HMAC-SHA1 (10 blocks)
@ 1 x RC4 (32 bytes)
+ Device A </block>=23,5ms
B Server Hello Processing > 1000 * 23,5 = 23,5s
+ Device B </block>=11ms TELECOM
B Server Hello Processing > 1000 * 11,0 = 11,0s PARIS
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i ) EAP Smartcard Services

+ The operating system interface.

B Identity is a pointer to an authentication triplet (EAP-ID, EAP-Type,
Credentials) stored in the EAP-Smartcard.

¥ Smartcard may manage several network accounts, the OS performs
an identity discovery process in order to browse its content.

B A profile is a collection of information, such as EAP-ID, EAP-Type,
protocol version, list of preferred SSIDs, root certificates, user’s
certificates, or every data meaningful for operating systems in order to
interoperate with the card or to select the right access point when
multiple wireless networks are available.

+ The network interface.

B EAP messages are processed by the smartcard. At the end of the
authentication method, a Session Key (PMK) is computed.

+ The user/issuer interface.

B The smartcard is protected by two PIN codes (Personal Identification
Number), one is managed by the card bearer and the other by the card
issuer. For example if the user’s PIN is activated, the smartcard is
locked (and can’t be used) after three wrong PIN values presentation.

+ The management/personalisation interface. e =
B This service updates information (identities) stored in the smartg@iueEyLs
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Integrating EAPSC in Operating Systems

+ EAP implementation conceptually consists of the three following components

Lower layer. The lower layer is responsible for transmitting and receiving EAP
frames between the peer and authenticator

EAP multiplexing layer. The EAP Ia¥er receives and transmits EAP packets
via the lower layer, implements duplicate detection and retransmission and
delivers and reCeives EAP messages to and from EAP methods.

EAP method. EAP methods implement the authentication algorithms and
receive and transmit EAP messages via the EAP layer. Since fragmentation
sug[ﬂog is not provided by EAP itself, this is the responsibility of EAP
methods.

+ An EAP smartcard implements an EAP method and works in cooperation with a
smartcard interface entity, which sends and receives EAP messages to/from this
component. The sm&olest form of this interface is a software bridge that

transparently forwar

s EAP messages to smartcard. According to EAP methods

complexity and smartcard computing capacities, protocol sub-sets, which do not
deal with security features may be computed by the smartcard interface entity.

EAP
Smartcard
Smartcard EAP EAP EAP
Interface Method Method Method
Type=X Type=Y Type=X Type=Y
EAPEMuItipIexing Layer EAPEMuItipIexing Layer
gLower Layer éLower Layer TELECOM
: j PARIS
Supplicant Authentication Server ﬁ‘;ﬁi'.";.‘r': 3:?
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- ) Double Segmentation

+ According to a TLS record may be up to 16384 bytes in length, a TLS
message may span multiple TLS records, and a TLS certificate messaEe
may in principle be as long as 16MB. Furthermore the group of EAP-TLS
mesSsages sent in a singleround may thus be larger than the maximum
LAN frame size. Therefore EAP-TLS [6] introduces a segmentation
Phrocess tha% splits TLS messages in smaller blocs, acknowledged by

e recipient.

+ The RADIUS server generates acknowledgement requests and the
supplicant acknowledgment responses.

+ A double segmentation mechanism is necessary in order to forward
TLS packets to smartcard. These messages are divided in smaller
segf:)ments, whose size is typically 1400 bytes, and than encapsulated in
EAP-TLS packets.

EAF-TLS Supplicant Authentication
Smartcard Smartcard Interface Server

TLS EAPTLS . | EAF-TLS TLS
\ i —| Send: TLS

- EAP-TLS

M essagetl

APDU | fragment #1

| — fragment#1 (1400 bytes)
/

— (240 bytes)

l— APDU
EAP-TLS fragment#n
—

U —| EAP-TLS
| — APDU fragment #2
' | — fragment#1
' | — APDU
! ReoviTLS | — | fragment#n
| Message#l i
1 H
| Send: TLS

1
! Message#2 |——
H EAF-TLS

fragment #1 \i\

240 bytes —/L/, EAFi;TLS TE LECOM
: ! ack#1

R o
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EAP-TLS Javacards

+ JavaCard 2.x platform natively provides essential cryptographic services that are required by
the TLS protocols; in particular:

¥  Random number generation.

MD5 and SHA1 digest functions.

RSA public key encryption and decryption.
RSA private key encryption and decryption.
DES or 3DES ciphering.

+ However some additional facilities that are not currently available in JC platforms are provided
by the EAP-TLS application. For example:

B Keyed-hashing procedures (HMAC-MD5 and HMAC-SHA1).

B The pseudo random function (PRF) defined by the TLS protocol.

B The RC4 algorithm, which is often used by the TLS record layer.

B An X509 certificate parser required for signature analysis and public key extraction.
+ Total code size, #22KB (8 KB of data)

TLSUt] dlass \ - HMAC-MD5(key,msg) X509PCert|f|cate
Handshake Protocol TLS ) arser
Java HMAC-SHA1(key,msg)
Record L e ) Application PRF(key,seed,msg)
ecord Laver : : Certificates RC4(key,msg)
EAP-TLS Management Java Card Run time 122 RSA MD5 || SHAL
_ i Envi t :
EAP-TLS Fragmentation ~ nV\;fgSfEen Framework NG
EAP.class
IETF eap-smartcard JAVA Virtual Machine
APDU-Fragmentation
= B Smartcard Cryptographic Security
i; os library Management SCemen

E_ECOM
ISO 7816 RIS

Smartcard Interface

Supplicant EAP Method Layer APDUs

» .
ecoie nationale

supérieure des
9 Pascal URIEN, Boston University, August 9th 2004. télécommunications




7 s 200 , Performances Issue

+ What performance is needed ?
B |EEE 802.1x, 2001, 8.5.4.1.2

“txPeriod. The initialization value used for the txXWhen timer. Its

default value is 30 s; it can be set by management to any value
In the range from 1 to 65535 s.”

+ Target.

B Computing each sub-part of the EAP-TLS protocol in less
than 30 seconds !

La Carte EAP EAP-Request

EAP- Responsé

#

TELECOM
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Tamper-Resistant Microcontrollers

Vag Voo CLK
|
b4 h 4 ¢
EEPROM
POWER—ONIOFF_, CLOCK BAM
RESET
INPUT FILTER 2304 BYTES SiBLRTES 325;?:;55 TRIPLE-DES
SECURITY DATA CO-PROCESSOR [—— BEGGRAN CO-PROCESSOR
SENSORS # MEMORY MEMORY
il ili il
GENERATOR 80C51
CcPU
1 ! /!
TIMERS ROM 1o
? RANDOM
96 KBytes s NUMBER
16BIT | 16 BIT 14 PROGRAMMABLE
=<
INTERRUPT TO T PJSSS;T =] 1o GENERATOR
SYSTEM
G
¢ # v
RST o1 1102 1103
Device CPU RAM ROM E2PROM Max. Clock Max Data Rate RSA RNG
bytes Kbytes Kbytes Processor
A 8 hits 2304 % 32 10 MHz 424 kbit/s 1088 hits yes
8 hits 4096 % 4 8 MHz 1000 khit/s 4032 bits no
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> . MD5 & SHA-1Perfo
- rMances

From “SSL and TL S’ chapter 1,p32 ;
OPENSSL FreeBSD Pentium Il 400 A: 23,5ms/block
MD5.... 65 MB/s B: 11,0ms/block
SHAL...31 MB/s

4000

3000 ’.

& A-MD5

A-SHA1
B-MD5
B-SHA1

time (second)
N
)
o
o

1000

04" | |

TELECOM
0 2000 4000 6000 8000 PARIS
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input length (bytes) by
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Version 1performances
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i ) Version 1 performances
C

Device A and B

Data Transfer
2%

RC4 2%
16% Dual Hash |Z Transfer
59, Dual Hash
[PRF

RC4
Other

PRF - 75%

TELECOM
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Version 2 optimization

Data
RC40 ] o0 Transfer

15PR§30/ S Dual Hash
S-99% 9s - 21%

Server Hello Message Transfer to SC........ 10,0s

Server Hello Message Processing................ 24,0s
SC Response Transfer............ccovveeiiinnennn, 2,55
Server Finished Message Processing ....... 8,5s
Total... .o 45,0s TELECOM
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Version 2 optimization

25000

20000

15000

10000

5000

O a:ServerHello Transfer

Wb Server Cert Checking

O ¢ RSA(pre-master-secret)

Od . SHAT+MDS{verify)

W= RSA(verify)

O PRF(master_secret)

W g PRFikey block)

O h MDS+SHAT+PRF( client_finished)
Wi MDS+SHA N server finished)
W MAC Record

OkRC4 init

O RC4 encryption

B m:REesponse_Transfer

W 2. RC4 init+RC4 decryption

mb Check MACZ Record

B ¢ PRFifinished)

EHd PRFE(FM)

Oe EAP-TI S-ACK
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Real performances with 1024 RSA keys

+ EAP-TLS-Start/ Client-Hello.................oool il 1,5s
+ Server- Hello 1stfrag / EAP-TLS-ACK..............c.ell 2,0s
+ Server Hello 2"d frag / Client Response 15t frag.... .26,0s
+ Server EAP-ACK / Client Response 2" Frag.......... 1,0s
+ Server Finished / EAP-TLS-ACK........ccoiiiiiinn, 7,0s
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